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LLiInpokme oTpacneBble BO3MOXXHOCTU

[OTOBHOCTb O6CNYXMBaTb
MUNNOHBI TOYeK y4YéTa

SbdexTrBHbIE TEXHONOMMK 06PaboTkm
JaHHbIX 1 FOPU3OHTa/ILHOTO
MacwTabupoBaHUA CEPBUCOB /151 BbICOKOM
MPOV3BOANTENBHOCTU KPYMHbIX
TEPPUTOPMAIBHO PaCPEAENEHHbIX CUCTEM.
KoHconmaauwms gaHHbIX B eauHOe
XpaHWAuLLe.

MNoaaepkka CTaHAaPTOB
n npotokonos NCY

CNoOA3C Bcex BepcuiA Ans onpoca
cyétumkos. MOANC ans
NHPOPMaLMOHHOrO OBMEHa CO CMEXHbIMU
WNC. YH1BepcanbHbIli MHTErpaLYOHHbIN
cepsuc (API) ana nepegaun Bcex TMNOB
JaHHbIX Y4éTa, nonHoro Habopa HCU,
CO6BbLITUN.

FPYMNMNA KOMMAHUA

(M CcUCTEMbI M TEXHOAOIMN

- OyHkumoHan MCY>3
no MMM P® N2890 n ®3 N2522

OTtobpaxeHne B AMUHOM KabuHeTte
JaHHbIX NoTpebaeHns, NnapaMeTpoB
3/1EKTPOCETH, COBBITUI, HapYLLEHWI C
pacLUMPEHHbIM aHaINTUYECKUM
dYHKLMOHaNOM.

YpobHbIM gocTyn
[NA MoNb30BaTeNemn

Joctyn k gaHHbIM NCY ans aBOHEHTOB,
KOpMopaTUBHbIX MNOJb30BaTENEN,
NOAPAAHBIX OPraHN3aLMn U CMEXHBbIX
Cy6bEKTOB Uepe3 YHUPpULUPOBaHHbDIN
Be6-uHTepdeiic 1 HaTUBHbIE
MO6U/IbHbIE MPUIOXKEHNSA.

|/|HBapI/IaHTHOCTb K Tnam
O60py,£I,OBaHl/IFI N KaHaslaM CBA3U

Moaaep>xka 6onee 400 mopenewn
ob6opyaoBaHusa. PaboTa c no6bivun
KaHa/slamMu CBA3W, B T.4. C HU3KOW
MPOMYCKHOM CMOCOBHOCTBIO U OTCYTCTBUEM
rapaHTUM AOCTaBKMU.

NHuTerpaums
CO CMEXHbIMU CUCTEMaMMU

Vicnonb3oBaHune cTaHAapTHbIX
MexaHM3MOB MMNnopTa/aKcnopra
AAHHbIX AN UHTErpaumm C cucteMamm
6UNNNHra, yNpaBaeHUs akTUBamMy,
pacuétHbiMm komnaekcamu (1C, Omni-Us n
4p.). BoaMoxHOCTb 06MeHa HanpsamMyto u
yepes MHTErpaLnoHHbIe LWHbI.

SICON.RU



ddPeKTUBHOE yrpaBaeHne aBTOMaTU3UPOBAHHbIMUN CUCTEMAMUN
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I'Io,a,p,ep>|<|<a aKTyaJIbHOIO 3aKOHOA4AaTeNbCTBA,
OoTpacneBblX HOPMaTBOB U CTaHAAPTOB

KpyrnocytouHbii cbop 1 06paboTka LOCTOBEPHOM
nHpopmaLmm 06 3HepronoTpebAeHUN U COCTOAHUN
06bEKTOB aBTOMaTM3aLUK

BHeapeHune adpdekTnBHOM MHOpPACTPYKTypbl A4
B3aWMOAENCTBMNA B KOMMAHWUW U C BHELLHUMMN
KOHTpareHTamu

ObecneyeHye 3aWNLLEHHOCTM MHTENNEKTYANbHbIX
CUCTEM W UX JAHHBIX OT BHELLIHWX YTPO3 U BHYTPEHHMX
owmnbok

rPYNMNA KOMMNAHNA
CUCTEMbI U TEXHONOIMMN
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ObbeavHeHne cpeacTB aBTOMaTU3aL MmN B e4MHOe
NHOPMaLIMOHHOE nose

COKpaLLI,eHVIe 3aTpaTt Ha 3KCcnayaTauno CUCTEM 3a
CUYET 60/IbLIOrO YNCAa BCNOMOTraTebHbIX
ANArHOCTUYECKMX NOACUCTEM U MHTep¢eVICOB

MakcmmanbHaa agantMBHOCTb 10 K MeHaroLWMMCS
TpeboBaHMAM, MOCTOSSHHO Pa3BUBaKOLLNIACS
oTpacneBon GyHKLMOHaN

Bblcokumii noTeHLMan K MOAepHM3aLUN 1
pPacLIMPEHMIO aBTOMATU3NPOBAaHHbIX CUCTEM

SICON.RU



TbicAaun BHeapeHunn B Poccnn n CHI

DHEepProkoMMaHnK, rocKoprnopaLmm, NPOMbILLIEHHbIE NPeaAnPUATMA 1 opraHm3aumm XKX

i“w POCCETH

7THC3§§£50

'73{‘ CeTeBas

KomnaHus
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MacwTab cucrem

20 wmnn. Touek yyéTa

755 TbIC. TOYEK y‘-léTa

1 mnH. Touex yyéTa

500 TbIC. TOYEK y‘-léTa

500 TbIC. TOYEK y‘-léTa

500 TbIC. TOYEK y‘-léTB

60 TbIC. TOYEK y4éTa

FPYMNMNA KOMMAHUA
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MacwTab cuctem

70 toic. Touek yyéTa

120 TbIC. TOYEK y‘-IéTa

455 tuic. Touek y4yéTa

70 toic. Touek yyéTa

100 TbIC. TOYEK y‘-IéTa

65 tuic. Touex y4éTa

2 TbIC. TOYEK yqé‘ra
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MacwTab cmctem

8 Thic. Touex yyéTa

47 TbIC. TOYEK yuéTa

40 tbic. Touexk y4éTa

150 tuic. Touex y4éTa

75 TbIC. TOYEK yuéTa

20 Tbic. Touex y4éTa

40 TbIC. TOYEK y4éTa
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Mopaep>kka TPAAULMOHHBIX N NePCNEeKTUBHbIX TEXHOIOIMU CBA3M

o[][]']” CoToBble CeTV C NOAAEPXKON CTaTUUECKMX U AMHaMMUUeckmx IP GPRS/3G/LTE

®)
g NHTerpauus pewweHnin Ha 6a3e 6ecnpoBOAHbIX CTaHAAPTOB CBA3M LoRaWAN / LPWAN / NB-Fi / XNB

()
MpoBoaHble 1 6ecnpoBoHble IP-kaHanbl Ethernet, Wi-Fi, WiMax, xDSL
.| CnewumanusnpoBaHHble NHAYCTPMaNbHbIE KaHasbl, RS485, RS232, CAN, ZigBee
E3  KOMMYTUpYembie CoeguHenms

g} Cneunanm3npoBaHHble MPOTOKOJIbl B MOACUCTEME MepeAaun NB-loT NIDD
non-IP Tpaguka vepes cetn NB-1oT n cepsunc SCEF

rPynnA KOMMOAHUN
CUCTEMbI U TEXHOAOIMAN SICON.RU
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ObecneueHmne 6ecnepebonHON Nepegaun AaHHbIX

3a/eCTBOBaHME Pa3HOPOAHbIX KaHaN0B

* ABTOMaTMyeckas aKTBaLUWnA pe3epBHbIX KaHan0B Npu
HeAOCTYNMHOCTU OCHOBHbIX

* ToHKMe VHANBMAYaNbHbIE HACTPOWKM CBA3MN — TallMayTbl, pa3Mepbl
MakeToOB, MHTEPBasbl MeXAY NakeTamm

* lMopaep>kka 3almMLLEHHbIX/3aWNPPOBAHHbIX KAHANOB CBA3N
* [pynnoBoe pesakTMpOBaHWE MapLUPyTOB

* Caasb c 1Y Hanpamyto n yepes YCI/, wato3bl

YnpaBnieHve peectpamu CMM-KapT, NPUBSA3Ka MapLUpyTOB K
aApecam, HazHa4yaeMbIM CMM-KapTam

BctpoeHHbI M2M cepBep 1 nogaepxka M2M-cepsepoB
npowunssoanTenein obopyaoBaHNA CBA3N

VimnopT mapLupyTOB CBA3M BMecTe ¢ onuncaHnem TY n 1y n
aBTOMaTMyeCcKoe BKJIHUEHNE B ONpocC

BO3MOXHOCTb OpraHm3aumm CKBO3HbIX KaHanoB cBA3u ¢ 1Y ana
cTOpOHHero MO — KOHPUrypaTopoB CHETUMKOB

=——= TPYMNMNA KOMMNAHWNA
CUCTEMbI U TEXHOAOT U SICON.RU



KoHcTpympoBaHmne HCU no Ha3HaueHuto cuctembl

BO3MOXHOCTb HacTparBaTh 1 ONepupoBaTh OONbLLVMY
CBA3aHHbIMW MacCMBaMU KOHPUIYPALMOHHbBIX AaHHbIX

BeseHvie MHOXECTBEHHbIX MepapXmin MPON3BOIbHOWN CTPYKTYPbI U
Ha3HauyeHus 6e3 orpaHNYEeHNM Ha BAOXKEHHOCTb:

- MO TOMONOTMM 31EKTPOCETH
- no reorpaduryeckoit agpecauum
- MO NPOW3BOJIbHBIM NMPUHLMNAM KOHCTPYMPOBaHMA

CBsi3blBaHWe BETBEWN Mepapxmm Yepes rmnepccbiikn s onmcaHns
CNIOXHbIX CTPYKTYP

CraHzapTHble aTpnbyTbl TOUEK YUYETa N O6BEKTOB Mepapxuu,
C AOCTYNOM pefaKTMPOBaHWA NOb30BaTENAMM

KoHcTpyrpoBaHume CTPyKTypbl 1 B3aUMOCBS3EW CMPaBOYHNKOB

KOHTeKCTHbIN NOUCK 1 GUABLTP, KOMOMHALMA PA3NNYHBIX YCIOBUM
BbIOOPKM C NCNO/Ib30BAHNEM OTNYECKNX BbIPaXKeHUI

ABTOMaTM3NPOBaHHbIN MaccoBbii MnopT HCU n onncanmii npubopos

yyéta u3 xls-wabnoHoB 1 Apyrnx MHGOPMALIMOHHBIX CUCTEM

FPYMNMNA KOMMAHUA

CUCTEMbI U TEXHONOI'MMAN
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Pabota ¢ gaHHbiMn NCYD cornacHo TpeboBaHmam MM PO N2890

ABTOMAaTM3MPOBaHHbIM COOp, 06paboTka, XpaHEHME 1
NpeAoCcTaBAeHME AAHHbIX

* VIHTepBanbHble AaHHble 32 NPOM3BOJIbHbLIV Nepnos — 30 MUHYT,
1 yac, cyTkn, mecsau, rog

+ [lokasaHua cymmapHsble 1 no Tapudam, TekyLme 1 Ha Havano
OTYETHOro nepuoja

* [laHHble NO aKTUBHOW 1N PEaKTUBHOW 3HEPTUM B MPSAMOM U
obpaTHOM HanpaB/ieHUK

» [MapameTpbl KauecTBa 31EKTPUYECKOWN CETU C MOCTPOEHNEM
BEKTOPHbIX AMarpaMM 1 LOJrOBPEMEHHbLIM XPaHEHNEM CPE30B

* KypHanbl cobbITnIA 060pyA0BaHMA CBA3N U y4éTa, MKDS,
HecaHKLMOHMPOBaHHbIe BO34ENCTBUA

+ CneumanusnpoBaHHble napameTpsbl 1Y

* ABTOMaTM4yeckne GOHOBbIE PaCUETbI MapaMeTPOB ANA NepeAaun .
BO BHELLHWE CUCTEMbI

rPynnA KOMMOAHUN
CUCTEMbI U TEXHOAOIMAN SICON.RU
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Pabota ¢ gaHHbiMn NCYD cornacHo TpeboBaHmam MM PO N2890

NHTennekTyanbHbll aBTOMATU3MPOBAHHbIV ONPOC

* [lo rnbko HacTpamBaeMOMy pacnmcaHunio, No 3anpocy,
NoJyyYeHNeM MHULMATUBHBIX COOBLLEHMI

* WcknroueHne paHee cobpaHHbIX AaHHbIX ANs yckopeHusa cbopa u
onTMMM3aLun Tpadurka

* [nddepeHumpoBaHHbIe HACTPOMKN ONPOCa C YYETOM
NPOMNYCKHOW CNOCOBHOCTU 1 KayecTBa KaHa/oB CBA3M

YnpaBneHvne 6onblIMMM OObEMaMM JaHHbIX

*  ONTMMM3auMA XpaHeHWA 3a CYET pacyéTa JaHHbIX Ha NeTy

* ObpaboTka AaHHbIX N3 HECKOJIbKMX MCTOUHNKOB C HAaCTPOWKOW
npuopwuTeTta: onpoc Y, 3ameLlatowtas nHbopmauns, pyHyHom
BBOA, MOOUAbHbBIM APM, NPOrHO3Hble 3HaUYeHUS, UMMNOPT, PacyéeT

* [nbkme HaCTpOMKM orpaHnyeHnsa MybunHbl XpaHeHs,
avddepeHLMpOoBaHHbIE MO TUMAM AaHHbIX

Bo3moXHOCTb XpaHeHNA aHHbIX 6e3 OFpaHMLIeHMVI no Fﬂy6l/lHe

— FPYMNMNA KOMMAHUA
CUCTEMBbI U TEXHONOTUN SICON.RU



NInuHbIN KabuHeT noTpebuTtenen: nocTpoeHue

[lBa cnocoba opraHm3aymm

1  becloBHbIA 6ecrapo/ibHbIN NEPEXOs B «TEXHONOTUUECKUI»
JIK ICY 13 ocHoBHOro «purHaHcosoro» JIK

2 MNonyyeHme TexHonornveckux gaHHbix u3 Nupammgpl 2.0 1
oTobpaxkeHue nx B eanHom JIK

BcTpoeHHbIn cepBuC
* TeCHO MHTerpMpoBaHHasa YacTb CUCTEMbI, UCMOAb3yeT 06wy b/ 1
KOHUrypaumto

» Pabotaet B 0bLLemM KOHTeKCTe 6€30MacHOCTH, yNpaBAAeTCs n3
aAMUHUCTPATUBHOTIO MHTepdelica

* meeT BbICOKYHO JOCTYMHOCTb M Harpy304Hyro CNOCOHBHOCTb 3a
CYET MacwTabupoBaHus Beb-cepepoB 1 6anaHCMPOBKK
Harpysku

MoxeT pa3meLLaTbCs B OTAENbHOM CETEBOM KOHTYype nan DMZ B
COOTBETCTBMM C NOANTUKOW MHPOPMaLMOHHON Be30nacHOCTH — —

=——= TPYMNMNA KOMMNAHWNA
CUCTEMbI U TEXHONOI'MMN SICON.RU



JInuHbIN KabnHeT NnoTpebutenen: BO3IMOXKHOCTH

Hoctyn k dyHkumoHany NCY no tpebosaHmsam MM PO N2 890

* [laHHble ana aBOHEHTOB C OANHOYHBIMU U MHOXECTBEHHbIMM 1Y
* CraHgaptHaa HCW v gononHutenbHble aTpnbyThl

* Ob6béMbl NOTpebneHna C yKa3zaHMEM NCTOYHMKA AAHHbIX, PACYETHbIX
napamMeTpoB, COBbITUIN, BENNUNHBI NOTEPb U pacyéTa banaHca

* [Moka3aTenu kayecTBa 3/3, aHanu3 HapyweHwuin MK, peakTMBHON
MOLLHOCTM

* Pacuét n otobpaxkeHrne MakCMMyMOB U MUHUMYMOB, GakKTUUeCcKon u
pe3epBMpPYyEMON MOLLHOCTU

PaCLIJl/IpeHHbIe BO3MOXHOCTA

* Bbirpy3ka o6bEMHbIX OTYETOB

* AHanu3 nonHoTbl cbopa AaHHbIX MO ToUKaM y4éta aboHeHTOB

* [epepava nokazaHuin n obpalieHnin aboHeHTOB ' o
* HacTtpanBaemas camoperucTpaLms aboHEHTOB ¢ aBTO NpwuBs3kom MY
* 2-x paKkTOpHas ayTeHTUdUKaLms - N

FPYMNMNA KOMMAHUA

CUCTEMBbI U TEXHONOTUN SICON.RU



NacnopTtusaumsa cpeacTB yUéTa n BCMoMoraTesibHOro o6opyaoBaHums

[1peaHaCTpOeHHble CNPaBOYHNKM 0BOPYAOBaHMA CUCTEM

* OcHoBHoe obopyaosaHue: Y, MY H3P, TpaHcdopmaTopsl,
KaHanoobpasytowee obopysoBaHue

* BcnomoraTenbHble cpeacrtBa: CMM-KapTbl, MOAEMHbIE MYyNbl

* Tunbl NnpnbopoB yyéTa
oozomonEzE0
YnobHoe ynpaBaeHue 1 HaBuraums
» Co3gaHve 1 pefakTMpoOBaHMe Noab30BaTeIeM CNPaBOYHNKOB B
obLem Beb-uHTEpdence

* BbicTpbI Nonck, GuabTpaLms, COPTUPOBKA, FPYNMNMPOBKa NO
ntobomy atpubyTy, N0 NPOCTbIM U COCTaBHbIM YCI0BUAM

u Boneie yem 14,09.2017 6:00:00
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® MeTpOJ'IOFI/I‘-IeCKVIe XapakTepunctnky, nognexatiime rnopepke

* Maccosbii umnopt MY, YCMNA, TT, TH, BcnomoratensHoro
060pyaoBaHMA 13 ONPOCHBIX INCTOB U Yepe3 MHGOPMOOMEH

° Pa3rpaH|/|qu|/|e NOJIHOMOYUI MO BUAUMOCTN U onepaunam Haj E——
cCnpaBoOYHUKaMU

=——= TPYMNMNA KOMMNAHWNA
CUCTEMbI U TEXHONOI'MMN SICON.RU



Ynpasnasrowme BO34eUCTBUA U NapaMeTpupoBaHue Npmbopos yuéTa

[MonHbIN CrexkTp OﬂepaLLMVI AVNCTaHUMOHHOTO YMpaB/eHNA

* YnpaBneHwue Harpy3kou (BCTPOEHHbIM pene) C BOSMOXHOCTbHO
AVCTaHLMOHHOTO OTKKOUYEHUs nNoTpebuTenen

* [MapameTpupoBaHue NprMbopPoB yuéTa:

HaCTpoWKa NapamMeTpoB CBA3M BCTPOEHHbIXx GSM-mozemoB

- KOHOUryprpoOBaHWe Nepunosa NHTErpupoBaHus npoduas

o]

- CYMTbIBaHME N YCTaHOBKA IMMNTOB MOLLHOCTM

- CYMTbIBaHME N NPUMEHEHNe TapuUPHbIX pacrnmcaHnii

- YCTaHOBKa PEXMMOB UHAMKALMK AncnaeeB NnpubopoB y4yéTa
*  CUHXpOHM3aLMA N KOpPEKLMA BpEMEHN NPUHOPOB yUéTa

* BO3MOXHOCTb rpynnoBoro N OTA0XeHHOIo BO BPEMEHU
ynpaBaeHuna C q)OHOBbIM NCNONHEHNEM N OrpaHNYeHNEM BPpEMEHN

* [leTasbHOE XypHa/NMpPOBaHMe BCEX 3TAroB OnepaLuii yrpasieHus x i E
N AENCTBMI NOJIb30BaTENEN

* BO3MOXHOCTb NoATBEPXAEHUA 2-M HaKTOPOM vy
NPWBUAETMPOBaHHbIX OMepaLMii — OTKIOUYEHNUA Harpy3Ku

— FPYMNMNA KOMMAHUA
CUCTEMBbI U TEXHONOTUN SICON.RU



Kaptorpadgusa (FT'1C)

HTepakTuBHOE MNoaaepxka
OTObpaXxeHne AaHHbIX KapTorpapuyeckmx
Ha KapTe MEeCTHOCTM NOANOXEK

* Otknoderus 9 Aupexc Kaprl

* [lonHoTa cbopa faHHbIX
9 Google Maps
» KayecTtBo 3/1eKTpO3HEprnm

* KOHTpO/Ib HanpsXeHs GIS

* banaHcbl gns ;___‘:omnsmmp
3Heproo6bEKTOB

* TpeBo>|<Ha$| CUrHannsauma

OyHKLMN peaakTMpoBaHma

« OTpucoBKa pa3INYHbIX CIOEB,
BKJIKOYAsA CXEMbI U PETNOHBI

ABTOrpynnupoBka 06bEKTOB Npu
MacwTabrupoBaHMM KapT - -

FPYMNMNA KOMMAHUA

CUCTEMBbI U TEXHONOTUN SICON.RU



AHannTMKa: KOHTPOJIb NOJHOTbI cbopa, CBA3MN C 06OpPyAOBaHMEM,
AocTOoBepu3aLus

LLInpokuit Habop aHAANTUYECKUX MHCTPYMEHTOB A
3KCMAyaTaumm MacluTabHbIX CUCTEM

* [nobanbHas kapTa NOAHOTbLI COOpa AaHHbIX C AeTann3aunen 40
oTaensHou TY

* [ocToBepu3aumsa faHHbIX MO KOMOMHUPOBAHHBIM KPUTEPUAM

* AHanu3 OTKJOHEHWI KayecTBa 3/3

* [lpeacTaBneHVe CTaTUCTUKK CBA3M C 0BOPYAOBaHMEM YUéTa U
ANarHoCT1Ka NpUYmnH oTcyTcTBMA cbopa

* [lporHo3npoBaHme Ha OCHOBE NCTOPUYECKUX JaHHbIX

Pacuét MHOroypoBHeBbIx banaHCcoB

* [o ctaHaapTHbIM cxemam H6anaHcmpoBanus MNC, TI,
TM-notpebutenn, MK/, v no Nnpon3BoabHbIM rpynnam

* [Mo BceM BUAAM 31EKTPOIHEPTUN N S3HEPropecypcoB : )

3a NPOu3BOJIbHBIN MEPUOA C MPON3BOJIBHOWN AUCKPETHOCTBIO

Bblﬂ,efleHl/Ie HpeBbILueHMVI A40ONYCTUMbIX BEJIMYMH HebanaHca — ——

FPYMNMNA KOMMAHUA
CUCTEMBbI U TEXHONOTUN SICON.RU




®yHkunun ACY Tl n SCADA

TeneynpasneHue, KOHTPOb YCTaHOBOK
M aBaPUMHBIX COCTOAHUM

* PaboTa c aHanoroBbIMM 1 ANCKPETHLIMU TEramu:
M3K-60870-5-104, Modbus, OPC DA, HDA, UA

* TpaHcnauma gaHHbIX yYéTa S3HEepPropecypcoB B CUCTEMbI
Avcnetyepmsanmm nNo ctaHaapTHbIM npotokonam ACY Tl

Co3aaHne MHEMOCXEM MOJIb30BaTENAMMU
cncteMbl 6e3 NpuBaeYeHnsa pas3paboTurka

* ®opmupoBaHMe NepapxMUeckn akTUBHbIX AUCNETYEPCKMX GOPM C
AOMNONHUTENBHOW NPOrpaMMHOM 06paboTkom

* MHeMoCxeMbl 4OCTYMNHbI Yepe3 Beb-H6pay3epbl Ha Nt0ObIX
YCTPOMCTBax

FPYMNMNA KOMMAHUA
CUCTEMbI U TEXHONOI'MMN

B

SICON.RU



OTuyéTHaa noacnuctema

dopmurpoBaHmMe OTUETOB

Moaaep>kka pa3nnyHbix dopmaToB oTHETOB, BKAroYas Pdf, Excel,
Html, Ods, Csv, Doc, Rtf, Odt, Xml

MNpon3BOAbHOE HaMOIHEHWE, BKIOYas JaHHbIE MU3MEPEHUN,
PaCYETHbIE BENNUYMNHDI, COOBITUSA, KOHPUIYPALIMIO CUCTEMBI,
aHaIUTNYeCKyo MHPOPMaLLUIO

Mpown3BosbHOE 0hOPMIEHME C pacrpesesieHUEM MO IUCTaM,
LIBETOBbLIM BblAENEHNEM, CTaTUUHBIMU U AUHAMUNYECKUMU
3N1eMeHTamMm

Mo KoMaHAe Noab30BaTeNs U aBTOMATMYECKM MO pacnmncaHuio,
C BO3MO>XHOCTbHO pa3MeLLeHMA B JIOKaNbHbIX U CETEBbIX
AVpeKTopuAX, OTNpPaBKM Mo e-mail

XpaHeHure obLero apxmBa OTYETOB BCEX MOJb30BaTeNeN
ba3oBbIn Habop OTUETHBIX POPM B CTaHAAPTHOM NOCTaBKe

BO3MOXHOCTb CKpMNTOBOW 06PabOTKMN AN CIOXKHBIX OTUETHbIX
$opm

B

FPYMNMNA KOMMAHUA
CUCTEMbI U TEXHONOI'MMN

SICON.RU



NHpopmMaLMOHHbIM 06MeH

HaféXHblin ABYXCTOPOHHWI MHGOPMALIMOHHbBIA OBMEH CO CMEXHbIMU
KOPMOPaTUBHbIMW CUCTEMAMU N CyObEKTaMM PbIHKA 31EKTPO3HEPTUM

* [Moaaepxka ctaHgapta NMNOANC B cootBetcTBMM € MM PO N2 890

* COBCTBEHHbIV MHTErPALMOHHbI CEPBUC ANS NepeAaun JaHHbIX
YUYETa BCEX IHEPropecypCcoB, NPOU3BObHbIX CNPAaBOYHUKOB U
CcobbITUN

* 3awuTa C NOMOLbIO ayTeHTUUKaLMK U WndpoBaHNS,
B T.u. no anroputmam NOCT

OTcyTCTBME BAMAHUSA Nepesayn AaHHbIX Ha MPOU3BOANTENBHOCTb
OCHOBHOW CUCTEMBI

PasrpaHnyeHve NOAHOMOUYMI CybBEKTOB O6MeHa No Buaam
nepesaBaeMblxX AaHHbIX U AEUCTBMAM — KOMaHAbl 40CO0pa,
CUHXPOHM3aLUMM BPEMEHMU, YNPaBAEHNS Harpy3Kom

BO3MOXHOCTb npamMoro obmeHa n yepes MHTErpaLlMoHHbIE WNHBI

[Mepesayva nepBUYHbLIX AAHHbIX, CYUTaAHHBIX C 1Y 1 paccunTaHHbIX

FPYMMNA KOMMOAHWNA
CUCTEMbI U TEXHONOIr'MUN SICON.RU
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be3onacHOCTb U 3aWmUTa AAHHbIX: YPOBEHb apPXUTEKTYPbI

Monb3oBatenbckmi nHTepdenc n APl cepeepa
NPUIOXKEHUIN TONBKO NOCAE ayTEHTUPUKALNK, C YUETOM
OrpaHNYeHnI AOCTyNa Yepe3 KOHTEKCT C/101
6e3onacHoCTu

Moafep>kka BHeELUHeN NogcncTeMbl KpUnTorpaduyeckou
3awmbl (MK3) n gnarpamm B3aMMOAENCTBUA HA YPOBHAX
MK3-MBK n BK-YCTI1/,

3aLLI,MTa OT BbIMNOJIHEHNA HEPETNAMEHTUPOBAHHbIX
KOMaHJ, nepejaBaeMblX C JaHHbIMA yq'éTa

MNoaTBepXAEHHasA COBMECTMMOCTb CO CPeACTBaMU
3awnTbl nHPopmaumm VipNet n «Konbuyra»

Mcnonb3zosanume ctaHaapTHbix WAF, cpeacts koHTpons
LLe/IOCTHOCTW, aHTUBMPYCOB

FPYMNMNA KOMMAHUA
CUCTEMbI U TEXHONOI'MMN

qll

3alumTa AaHHBIX MO aKTyalbHbIM CTaHAapTaM MHGOpMaLMoHHOM besonacHocTn BK

CTpyKTypHOe BblgeneHune ciyx6/cepeepos,
obecneymBatowmx PyHKLMOHMpPOBaHMeE nHTepdenca
nosib3oBatenen n NHPOPMaLMOHHOTO O6MeHa, MOXXHO
PacnoNOXNUTb BHE KPUTUYECKM BaXKHOIO rnepumMerpa
cucTeMsl

BcTpoeHHble MexaHn3Mbl 06cnyxmnBaHna 6a3 faHHbIX C
rMOKMMKN HaCTporKamMmmn NapaMeTpoB 1 pacnucaHuns

3alNLLEHHbIE NPOTOKO/bI Mepesayun faHHbIX Npu
B3aVMMOZENCTBNM C yCTPOMUCTBAMU 1 NO/Ib30BATENAMMY,
B TOM umncne no NOCT

OTcyTCTBME NPAMOro B3aMMOAENCTBMA C bazamu
JAaHHbIX, HEBO3MOXHOCTb BbINOJHEHMUS
He3alWWLWEHHbIX onepauuni ¢ b n SQL-3anpocamu

SICON.RU



be3onacHOCTb U 3aWmTa AAHHbIX: UHCTPYMEHTDI

BCTpOeHHbIV MpUKNagHOW dyHKLMOHAN

MeXaHW13Mbl BHeLLHeN ayTeHTUdUKaLMM N MHTerpaumus co
cny>xbamu katanoros — Active Directory, Samba-DC,
FreelPA, ALD Pro

BcTpoeHHble anroputMbl 610KMPOBKIM ONACHbIX
nosib3oBaTeNen 1 XOCTOB

YBegomMaeHms 0 cobbITUAX MHGOPMaLMOHHOM
6e3onacHOCTU

MNoapobHoe XypHannpoBaHWe AeNCTBUIN NOAb30BaTENEN
M HECaHKLMOHMPOBAHHOIO A0CTyNa

[ByxdakTopHas ayTeHTUdUKaALMA NOAb30BaTENEN (Yepe3
SMS, yBesioMNIeHMSA B MOBMAbHbIE MPUNOXKEHUA U
3/1eKTPOHHYHO MOYTY) N NCNOb30BaHNe rpadunyeckoro
noateepxxaeHusa onepauuni yepes CAPTCHA

Pa3BunTME NONMTMKM Naposient, nepuosmyeckoe
M3MeHeHue 1 cbpoc naposei, 3anpeT Hebe3onacHbIX 1
CTaHZaPTHbIX Naposei

FPYMMNA KOMMOAHWA

CUNCTEMbI N TEXHONOI MM

[MbKoe pa3rpaHnyeHVe NpaB NOb30BaTeNEN
M cy6beKTOB MHPOPMALMOHHOrO 0bMeHa
Ha 6a3e pPONeBOWN MOLENV:

* Ha BManMMocTb 06BbeKTOB YUYéTa 1 MHGPACTPYKTYpPbI
cucTeMbl

* Ha ynpaBneHune cnpaBoYHMKaMM
* Ha BbINnosHeHWe onepauuii

* Ha goctyn K oT4éTHbIM popmMam

SICON.RU



Macwtabnpyemas apxutekTypa: pacnpesesieHMe u pesepBuUpoBaHme

BbIAeﬂHeMble cepBUCbl N n1orndeckmne noacncTemMsbl

KOHTpO/Ib NpUKNaAHbIX CEPBMCOB, LLEHTPaNM30BaHHbIN 4OCTYM K
KOHPUrypaLmm 1 JaHHbIM BCEX KOMMOHEHTOB CUCTEMbI C YYETOM
pOaEBON MOAENN

MapannenbHbI cO6Op AaHHbIX € rpynn npnbopos yuéta n YCI/,

Beb6-pocTyn ans obcnyxxmnBaHnsa 60AbLLOTO KOMYECTBa
OZHOBPEMEHHbIX MOAKIOYEHNA KOPMOPATUBHbIX MOb30BaTENEN U
notpebutenen

YnpasneHwue b/l ¢ BO3MOXHOCTbIO pacrnpeseneHns Harpy3kun Ha
napannenbHo pabotatowme CYB/,

Mbkasa rpynnupoBKa/pacnpeseneHne cepBMcoB No GprU3nyeckmm,
BMPTyaZlbHbIM CEpBEpPaM, KOHTeHepaM 1 CerMeHTaM CeTu B
3aBUCUMOCTM OT MacwTaba cnctembl, cneundurkm KaHaaoB CBA3MN,
TpeboBaHMN NO pe3epBMPOBaHMIO N 6e30MaCHOCTM

FPYMNMNA KOMMAHUA

CUCTEMbI U TEXHONOI'MMAN

Ce

peep B4
(Datahase Server| E—

-

CepBep NpUNoXeHni
[Control Service Server]

[MocTpoeHne cnctem nroboro Macwtaba ¢ Y4ETOM NAAHOB PACLLMPEHMA U MOAUTUKM HE30MaCcHOCTM 3a CUET
apPXMTEKTYPbI C MacCLUTabnpoBaHMEM 1 pacnpeseneHeM NpUKNaZHbIX CEPBUCOB

% . WHTpaHet
— ° (nnm MHTEpHET)
S

APM agmuHucTpaTopoe
W nonezoeaTensi

[

Cepeep cbopa 1
[Collection Service
Server|

-

MpuGopsl yuéTa, ¥CN A,
KOHUEHTPATOPEI,
KaHanoobpasywliee
oBopynoBaH1e U T.a,

Perion 1

Cepeep clopa 2
[Collection Service
Server|

=
==
Mpubopel yuéTta, YCNL,
KOHLUEHTpaTopsl,

KaHanoobpasylee
0BOpyAOBAHKE W T.4.

Pervon 2

Cepeep copa N
[Collection Service
Server)

£ =

==

MNpubope! yuéTta, YCNL,
KOHUEHTPATOpSI,
KaHanoobpazyluee
0B0pYA0BaHKE W T.0.

Pernon N
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[NMpenmyLwecTBa apxuTekTypbl U yripaBaeHnA MacluTabrupoBaHmem

BO3MOXHOCT NapannenbHbIx CepBEPOB He Tpebyetcs

* C6op paHHbIX: pacnpegeneHne onpoca ANs BKAKYEHNA B * 3azenCcTBOBaHME BHELIHUX OPKEeCTPaToOpoB
CUCTEMY HEOrpaHNYEHHOrO KoanyecTBa NpnbopoB yuéTa

3HEPropecypCcoB, yBesMUeHNs CKOPOCTU c6opa U BbINMOAHEHNS .
KOMaHg yrnpaeneHus * OTcnexuvBaHve n cobtofeHne 3aBUCUMOCTEN

opensource-rnakeTonB

° Py‘-IHOE obHOBNEHME OoTAe/IbHbIX KOMIMOHEHTOB

* Beb-cepBepbl: 06Cy>KMBaHNE HEOTPAHUYEHHOIO KOIMYeCTBa
nogkntoveHnin APM nonb3oBatenen n notpebutenen

* basbl JaHHbIX: XpaHEeHWe HeorpaHUYeHHOro 06béMa AaHHbIX,
yBeJnYeHne CKOpPOCTU AOCTYyNa K JaHHbIM y4éTa 3HEPropecypcoB

[penmyLyectsa
oS
L J E (o] %
YnpasneHune sBcemu WNckntoueHme cboes B JokymeHTupoBaHue Nckntouerne aybanposaHms PacLuMpeHHbI MOHUTOPWHT
cepBMcamMu n3 CUHXpoHu3aumm HCU Ha3BaHW NPOLLECCOB, nHpopmauun B b/l Ha paboTbl cepBNCOB C
eVHOro uHTepdelica nopToB pa3IyHbIX YPOBHSAX nomoLusto Zabbix, Nagios

=——= TPYMNMNA KOMMNAHWNA
CUCTEMbI U TEXHONOI'MMN SICON.RU



ABTOMaTU3aUUA MOHTa)Ka U yrnpassieHUs XXU3HEeHHbIM uukaom 1Y

APM MoHTaxHWKa

* [MnaHmpoBaHWe MOHTaXHbIX paboT, GopmMMpoBaHMe agpeCHbIX CMUCKOB, CPOKOB
BbIMOJ/IHEHVA U Ha3HauYeHMe KOHKPETHbIM NoApPAAYMNKaM

* BeseHue onvcaHn KOHTPareHToB, ZOrOBOPOB C NOAPAAYMKAMWN Y MPOrpPamMM
aBTOMaTM3aLMMN CO CPOKAMM BbIMOAHEHWA U LieIeBbIMM NMoKa3aTenamm

* Hactpovika nHPpacTpykTypbl U Nnpoduien HapsaLoB ANA afanTUBHOW HAaCTPOMKM
MOBMABHOTO MPUNOXKEHNSA B 3aBUCUMOCTM OT MPUHATLIX B KOHKPETHOW KOMMaHUN
npaBuA BbIMONHEHUS paboT

* HasHaueHve HapaaoB AN pa3nnyHbIX BUAoB obopyaosanus: Y, YCIA,
TpaHcbopmaTopsbl, KaHanoobpasyrolee obopysoBaHue

MobunbHOe NpuaoXKeHWe A8 NOAPALUYNKOB: NaaHbl MOHTaXHbIX pabor,
aBTOMaTM3aLna 3aN0NHEHNA OTYUETOB O BbINMOJIHEHHbIX paboTax, Bkatouas HCU,
reonokauuto, dpotorpadum, ckaHep LUTPUXKOAOB

Bo3MoxHOCTb paboTbl 0dnalriH n aBTOMaTM4ecKas oTrpaBka OTYETOB B
3aWnPpOBaHHOM BUAE NPW NMOABAEHNN CETH

HactpanBaemblin aBTOMaTU3MPOBaHHbIV pa3bop OTUETOB O BbINOJIHEHHbIX paboTax,
CTaTUCTUKA BbIMOJHEHNS PaboT 1 3hHEKTUBHOCTU NOAPALUNKOB

— FPYMNMNA KOMMAHUA
CUCTEMbI U TEXHOAOT U SICON.RU



BcTtpoeHHas cepBucHasa nogcuctemMa n nogaepikka nosib3oBatesnemn

3a/,aumn, peLllaemble CEPBUCHOW MOACUCTEMOWN

&@

qll

MNpVEM MHLMAEHTOB OT NO/b30BaTeNen U X
aBTOMaTnyeckas permcrpauns

MnaHnpoBaHWe 3aZaHnK MO VHLNAEHTaM U
TEXHNYECKOrO 06CNyXXMBaHUA C NPUBEUYEHNEM
COBCTBEHHOrO NepcoHana U NoAPAAUYNKOB, KOHTPOJIb
CPOKOB, OTC/IEXMBaHNE COCTOAHUSA

dopmupoBaHmne CTaTUCTUKM MHLMAEHTOB 1 OTKa30B
MO KOHKPETHbIM YCTPOMUCTBaM, rpynnam 1 Mogensim
YCTPOWCTB, NPOU3BOANTENAM

EavHaa cepBrcHaa UCTOpUA NO KOHKPETHOMY
3Kk3emnaapy 06opyAoBaHNA Ha BCEM XXU3HEHHOM
LUuKAe c Hapsaamu, oT4étamm n dotorpadmamm ot
YCTaHOBKM 10 feMOHTaxa

FPYMNMNA KOMMAHUA
CUCTEMbI U TEXHONOI'MMN

ABTOMaTM3auMA OBCNYXXMBAHMA CPEACTB YUETa
Ha BCEX 3Tanax XM3HEHHOrO LK

OT1cnexxnBaHme COCTOAHUA

MnaHoBble 1 BHeMAaHOBble PaboThl
KoHTponbHble 06x0abI

TexHnueckoe obcnyxmBaHune
[MpoBepka

ViHBeHTapusauma
PeMOHTHO-BOCCTaHOBUTENbHbIE PaboThI
JeMoHTax

KoHourypmposaHue

SICON.RU



Mob6unbHble NpUAoXKeHNs

Mupamuaa Hapsabl
MNnpamunga Notpebutens ACTK

®yHKUMM AMYHOTO KabnHeTa ¢ AOCTYynoM noTpebuTenen K AaHHbIM y4éTa

3HepFOpecprOB B MHq)paCprKType I-IO «|_|I/IpaMI/IAa 2.0». —
Ckavatb

Mupamunaa Hapaabl A0 TTHIC 26.7MB O+

HetoueHok Ckaumsauuih Pasmep Bo3pa

ABTOMaTU3auma 06xo40B, MOHTaXa 1 06Cny>XmMBaHMA NPMOOPOB yuéTa
3Hepropecypcos B nHppactpyktype MO «Mupamnga 2.0»

[octynHo ana Android

' Google Play m RuStore ¥4 NASHSTORE

FPYMMNA KOMMOAHWNA
CUCTEMbI U TEXHONOIr'MUN SICON.RU



[oTOBbLIN NpPOAYKT

MocTaBka B BUAE ANCTPUOYTUBOB

* uHctannatopsl noa Windows

* rpm/deb naketbl nog Linux

[ocTtynHasa yctaHoBKa

BHeapeHne camocToaTesibHO
noab3oBaTenem, pa3paboTunkom nau
napTHépamm

fapaHTKA 1 becnnatHas
TEXHUYECKas Noalepkka

ObecneumnBaeTca cunamm paspabotumka
MO B TeueHme 12 MecALEB C MOMEHTa
aKTMBaLMM NpoAyKTa

rPYNMNA KOMMNAHWNA
(M CcUCTEMbI M TEXHOAOIMN

[IMPAMUAA 2.0

A\ nnmpamuga 2.0

POrPAMMHOE

OBECMEYEHNE

AUPAMMAA 2.0

[pocToe paclmpeHve AnLeH3nm

ABTOMaTUUeckas akTMBaLLMs C MOMOLLbHO
HOBOTO KJIF04a Yepe3 NHTepHeT be3
nepeycTtaHOBKWN KOMMOHEHTOB

PerynspHble 06HOBNEHWS

YcTaHaBAMBarOTCS MOBEPX TEKYLLEN
Bepcum MO ¢ coxpaHeHnem
KOHOUrypauum n JaHHbIX

I,ﬂ,OI’IOJ’IHl/ITe}'IbeIe BapnaHTbl
COMPOBOXAEHNA

TexHnyeckoe 0bcyXmBaHWe
C YAANEHHBIM MOHUTOPWHIOM U
npeaocTaBieHVEM aKTyaNbHbIX BEPCUN

SICON.RU



TexHUueckue ceMmHapbl gisa obyyeHus nosib3oBaTtenen

[MoarotoBka cneunanmctoB no tfeme AUNC KY3
Ha 6a3e 10 «[Mvpammaa» ypoBHA «AgMuHMcTpaTop» 1 «OnepaTtop»

1 BHegperwne MO «Mupamuga 2.0» 1 OuHble nekuumn 1 npakTmyeckne
NOCTPOEHNe CUCTEMBI YYéTa MUHapbl Ha TeppUTOPUN
P y \% CEMMHAPbI Ha TEPPUTOP
B I , MK «Cuctemsbl n TexHonorum»
|
> OCHOBbI apXUTEKTYpPbl N KNHOYEBbIX I N J
OYHKLIMOHAIbHbIX 3/1EMEHTOB o JleKTOpbl — KBaNMPNLMPOBAHHbIE
cneLmnaancTbl KOMNaHum
3 PaboTa c OCHOBHbIMM NoACMCTEMAaMU U \‘
NHCTPYMEHTamM y
OcHalléHHble yuebHble nabopaTtopumn
A OpraHu3auus noacmcreMbl 6e3onacHOCTH Ha obopygoBaHum 1 MO, cobCTBEHHOTO
W pa3rpaHWYeHnsa npaBs NoJsib3oBaTeneu N CTOPOHHEro NPon3BOACTBa
MO «Mupamnga 2.0»
o okoH4YaHWUK BblAAEéTCA cepTudmKaT
yCTaHOBJ/IeHHOro obpa3ua
== rPYNMNA KOMMAHWIA
(M) cUCTEMbI M TEXHOAOMN SICON.RU



[MAK «Mnpamunaa»: noctpoeHue egnHbix MBK

MAK «[Tpammaa» — KOMMAEKTHOE nsaenne ang
OopraHuM3aunmn eLnHbIX MHGOPMALIMOHHO-BbIYNCANTENbHbIX
komnnekcoB (VBK) aBToMatM3npOBaHHbIX CUCTEM

Mo3sonset cosgatb VCY, obbeanHatowwyo dyHkumoHan ANNC
KY3 OP3 n PP3, CY3 n cnctem gucnetyepmsanmnm, Ha O4HON
nporpaMmMHou niathopme.

BbinoAHEH Ha OCHOBe OTeYeCTBEHHbIX MPOrpaMMHbIX MPOAYKTOB,
cepBepHOM U1 ceTeBOM 060pya0BaHMM, BKAtOUas poccumiickoe MO
«Mnpamunga 2.0».

q)yH KUWMOHa KOMIeKCa obecneuymBaer:

* CHOp AaHHbIX C MHTEANEeKTYabHOro 060pya0BaHMA NO
Pa3HOPOAHbIM KaHanam CBS3N

® MOHVITOpVIHF COCTOAHUA 1 ynpaBaeHne obbekTamu dBTOMaTM3auunmn

Ob6paboTky 1 npesoctaBneHne nHdopmaumm noTpebutenam yepes
JNYHBIN KaBVHET N B CMeXHble MHGOPMALMOHHbIE CUCTEMBI

rPYNMNA KOMMNAHNA
CUCTEMbI U TEXHONOI'MMN

all

L
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APMbl
nonb3oBaTenei

MBK
Ha 6ase MNAK Mupamunpa
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[MAK «[Mupamunpa»: 3alULWEHHOCTb U TOTOBHOCTb K MPUMEHEHUIO

TexHonornmyeckasa HesasmcmocTtb KM

* CobntoaeHne ®3 N2 187 ot 26.07.2017
«O 6€30MacHOCTM KPUTNUECKOM

MHPOpPMaLMOHHOM NHbpPaCTPyKTypbl PO»

* CootBetcTBue Ykasy lNpe3ungenHta PO ot

30.03.2022 N2 166 «O mepax no obecneyveHunto

TEXHONOrMYECKOM HE3ABUCMMOCTU U

6e30macHOCTU»

Kactommsauma v npoctasa nHTerpaums

AN

Eavnaa nporpammHas
naatpopma «lMmupammga 2.0»

rPYNMNA KOMMNAHNA
CUCTEMbI U TEXHONOI'MMN

all

MunHuUManbHble
CPOKM 3anycka

* VcnonHeHune tpebosaHum MM PO N2 890 o
MUHUMabHOM QyHKUMOoHane NCY

* [apaHTUHOE o6CyXMBaHME U
COMPOBOXAEHME BCEX MPOrPaMMHbIX U
annapaTtHbIX KOMMNOHEHTOB B TeyeHue 3-5 net
B P® BHe 3aBMCMMOCTM OT 3apybHeskHbIxX
KOMMNaHWM

E ©

KomnoHoBka noAj 3ajavn [OTOBHOCTb M COBMECTUMOCTb

M MacwTtab cncrtemsl KOMMOHEHTOB KOMIM1eKca

SICON.RU




TenedpoHol (4922) 33-67-66, 33-79-60, 33-93-68
DNeKTpoHHasA nouta  st@sicon.ru

[naBHbIN 0dunC 600014, r. Bragumup, yn. JlakvHa, 8A (8] g (=]
IEI%

Odwuc B Mockse r. MockBa, KpacHonpecHeHckas Hab. 12, opuc 920
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